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NEW QUESTION: 1
Consider the Mysql Enterprise Audit plugin.
The following event detail is found in the audit log:
&lt;AUDIT_RECORD
TIMESTAMP="2013-04-09t01:54:17"
NAME="Connect"
CONNECTION_ID="3"
STATUS="1045"
USER="kate"
PROXY_USER=""
HOST="localhost"
IP=""
DB=""/&gt;
Which two points can be concluded from the given event?

A. A connection failed because the proxy user privileges did
not match the login user.
B. A connection as the user kate was successful.
C. A connection was blocked by a firewall or a similar security
mechanism.
D. A connection was attempted via socket rather than TCP.
E. A connection failed due to authentication being
unsuccessful.
Answer: D,E
Explanation:
Explanation/Reference:
B: &lt;IP&gt;
A string representing the client IP address. This element
appears only if the &lt;NAME&gt; value is Connect, Change user,
or Query.
Example:
&lt;IP&gt;127.0.0.1&lt;/IP&gt;
E: ERROR 1045 (28000): Access denied for user

NEW QUESTION: 2
A managed service provider (MSP) is managing Symantec Endpoint
Protection for a number of independent companies. Each company
has administrators who will log in from time to time to add new
clients.
Administrators must be prevented from seeing the existence of
other companies in the console.
What should an administrator create for each independent
company?
A. Location
B. Domain
C. Group
D. Site
Answer: B

NEW QUESTION: 3
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Answer: A,D
Explanation:
Explanation
Ref:
https://docs.oracle.com/en/cloud/saas/project-portfolio-managem

ent/19a/oapjm/index.html#_Toc468200732_1_1 Topic - Privileges This table lists privileges granted to duties of the abstract
role Project Management Duty.
Granted Role - Project Plan Management
Privilege - only A and C are listed

NEW QUESTION: 4
A company's website is used to sell products to the public The
site runs on Amazon EC2 instances in an Auto Scaling group
behind an Application Load Balancer (ALB) There is also an
Amazon CloudFront distribution and AWS WAF is being used to
protect against SQL injection attacks The ALB is the origin for
the CloudFront distribution A recent review of security logs
revealed an external malicious IP that needs to be blocked from
accessing the website What should a solutions architect do to
protect the application?
A. Modify the configuration of AWS WAF to add an IP match
condition to block the malicious IP address
B. Modify the network ACL for the EC2 instances in the target
groups behind the ALB to deny the malicious IP address
C. Modify the security groups for the EC2 instances in the
target groups behind the ALB to deny the malicious IP address
D. Modify the network ACL on the CloudFront distribution to add
a deny rule for the malicious IP address
Answer: A
Explanation:
Reference:
https://aws.amazon.com/blogs/aws/aws-web-application-firewall-w
af-for-application-loadbalancers/
https://docs.aws.amazon.com/waf/latest/developerguide/classic-w
eb-acl-ip-conditions.html A new version of the AWS Web
Application Firewall was released in November 2019. With AWS
WAF classic you create "IP match conditions", whereas with AWS
WAF (new version) you create "IP set match statements". Look
out for wording on the exam.
The IP match condition / IP set match statement inspects the IP
address of a web request's origin against a set of IP addresses
and address ranges. Use this to allow or block web requests
based on the IP addresses that the requests originate from.
AWS WAF supports all IPv4 and IPv6 address ranges. An IP set
can hold up to 10,000 IP addresses or IP address ranges to
check.
CORRECT: "Modify the configuration of AWS WAF to add an IP
match condition to block the malicious IP address" is the
correct answer.
INCORRECT: "Modify the network ACL on the CloudFront
distribution to add a deny rule for the malicious IP address"
is incorrect as CloudFront does not sit within a subnet so
network ACLs do not apply to it.
INCORRECT: "Modify the network ACL for the EC2 instances in the
target groups behind the ALB to deny the malicious IP address"

is incorrect as the source IP addresses of the data in the EC2
instances' subnets will be the ELB IP addresses.
INCORRECT: "Modify the security groups for the EC2 instances in
the target groups behind the ALB to deny the malicious IP
address." is incorrect as you cannot create deny rules with
security groups.
References:
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rulestatement-type-ipset-match.html If you want to allow or block
web requests based on the IP addresses that the requests
originate from, create one or more IP match conditions. An IP
match condition lists up to 10,000 IP addresses or IP address
ranges that your requests originate from. Later in the process,
when you create a web ACL, you specify whether to allow or
block requests from those IP addresses.
AWS Web Application Firewall (WAF) - Helps to protect your web
applications from common application-layer exploits that can
affect availability or consume excessive resources. As you can
see in my post (New - AWS WAF), WAF allows you to use access
control lists (ACLs), rules, and conditions that define
acceptable or unacceptable requests or IP addresses. You can
selectively allow or deny access to specific parts of your web
application and you can also guard against various SQL
injection attacks. We launched WAF with support for Amazon
CloudFront
https://docs.aws.amazon.com/waf/latest/developerguide/classic-w
eb-acl-ip-conditions.html
https://aws.amazon.com/blogs/aws/aws-web-application-firewall-w
af-for-application-load-balancers/
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